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ABSTRACT

The paper establishes a methodology and tool for modeling and describing functionality and security of an IoT. The approach
allows the secure modeling, design, and validation of functional requirements, security requirements, specification, and
constraints using a software engineering and digital twin prototyping concepts.
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INTRODUCTION

The Internet of Things, otherwise known as IoT, refers to a category of physical devices that collect data and share data over a
network. IoT devices have gained popularity, in large part, by providing connectivity to sensors and actuators at a very low
cost. Common uses of IoT devices include controlling manufacturing production lines, managing smart energy grids,
monitoring health care systems, and enabling home automation. The number of connect devices has steadily increased from
13.9 billion in 2015 to 17.8 billion in 2018, with the number predicted to grow to over 34 billion by 2025 [1]. The ready
adoption of IoT devices has come at a cost. However, such devices are, by definition, low-power, low-cost sensors/actuators
connected to a network. They typically lack security protection present on more traditional computers due to cost cutting
measures, limited computing capabilities, or general lack of awareness of the need for protection.
Security concerns have damaged confidence in IoT products overall leading to them being seen through a skeptical lens. In
recent studies, 35 percent of IT leaders cite security as a top barrier to IoT success [2]. 76 percent of risk professionals think
IoT leaves them at risk of cyber-attacks [3]. 84 percent of corporate governance and risk associates say that their organizations
are likely to experience an IoT-related security breach in the next two years [3]. 81 percent of US organizations have faced an
IoT cyberattack [4]. Maturation of the field has shown that the process of securing IoT devices depends on collaborative efforts
between manufacturers and users. The manufacturers need to adopt a security-centered philosophy when designing and
developing IoT devices, ensuring that these devices are built to functional and security requirements specifications. The users
need to create the appropriate security mechanisms based on an understanding of the IoT device’s behavior and its security
impact on the network environment. Current IoT implementation practices provide users and developers little-to-no information
about how the device operates, the data it collects, or the security implications of adding the device to the network.
The research described in this paper proposes to bridge this gap by specifying IoT device operations to a level of detail that can
both inform the developer of what the device should do as well as enable the user to emulate the device virtually on a network
with the assurance that the actual device will exhibit the same behavioral characteristics, both under normal circumstances and
under cyber-attack conditions. Ideally, an IoT manufacturer would provide a description of the interaction of the device with
the environment in which it is embedded. The level of detail would depend on the amount of visibility needed into the device,
but could include such information as the amount of expected network traffic, protocols use, behavior based on device state,
etc. The description would instruct the IoT software developer as to the required interface expectations. The description would
also be detailed enough to power an emulator that would inform the user on how the device, once installed, is expected to affect
communications within the user’s enterprise. By placing the interface specifications in the keystone position, having the
physical device and the emulated device adhere to the same specifications – that is, they behave equivalently and misbehave
equivalently – means the user can gain a priori insight into how the physical device is going to impact operations. It also means
that running the physical device in parallel to the emulated device provides a real-time check: behavior that deviates from a
certain threshold signals an anomalous situation that bears investigation.
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RELATED STUDY

The process of secure design and development of IoT involves integrating security into the life cycle of the IoT from planning
and design and continues through to the deployment and operational stages. Achieving the goal of the research requires a
review of literature outlined in the sections below.
Secure Design and Modeling Secure modeling of IoT can be best achieved when security is viewed from the perspective of the
components that make up the IoT environment, risk areas, and mitigation. Several techniques focus on modeling of security
requirements. For example, Konrad et al. [5] propose a template for security patterns that uses the Unified Modeling Language
(UML) to represent structural and behavioral information tailored to meet the development needs of a secure system. Myagmar
et al. [6] employ a threat modeling approach to specify complete security requirements, justify security countermeasures, and
validate assumptions. Oh et al. [7] propose three characteristics (heterogeneity, resource constraints, and dynamic environment)
and six key elements (cloud, IoT network, platform, service, attacker, user) of IoT. While these techniques model security they
do not consider the social and environmental factors that affect the device. Mavropoulos et al. [8] offer the APPARATUS
Framework, a conceptual model for reasoning about security in IoT devices in the implementation phase. The APPARATUS
framework models hardware, software, and social components of an IoT system in order to analyze security. However, none
of these approaches provide a way to confirm that security does not adversely affect the functionality of the IoT.
Digital Twin the Digital Twin (DT) philosophy advocates use of a virtual replica of a physical system as a mechanism for
design, test, and validation. Inherent in this approach is the idea that security requirements and functionality can be tested on a
digital model of an IoT device before producing the actual device itself. DT solutions have been proposed for IoT security and
privacy: Damjanovic-Behrendt [9] creates a digital twin for privacy in the automotive industry, Bécue et al. [10] describe
CyberFactory to optimize the level of efficiency and security in networks, and Eckhart et al. [11] present a Cyber-Physical
Systems Security framework. The literature provides little insight into how to create a DT, availability of DT tools and
platforms, or DT validation.
Modeling and Validation Validating the DT would be advantageous to detecting issues in the design phase [12]. Antão et al.
[13] itemize requirements for Industrial IOT (IIoT) platforms and how to validate them. Kulik et al. [14] model attack patterns
and mitigation strategies in IIOT and how to formally verify them. Mili et al. [12] formally describe system security
specification and validation against attacks. Maillet-Contoz et al. [15] use a Digital Twin to functionally validate security in
IoT. Missing from the literature is the validation of a DT against a physical IoT within the same network and comparing the
functionality.
IoT emulation and network tools Validating the IoT and emulator functionality from network traffic requires network tools for
emulating network usage behavior and validating the functional correctness. A survey of literature highlights the following
studies. Kuwabara et al. [16] model and generate traffic patterns based on the probability distribution of the interval length
between successive data blocks. Javali and Revadigar [17] employ a Markov model, Dirichlet distribution, and Hybrid
distribution web traffic generator incorporating a varsity of user behavior models. Ghazanfar et al. [18] present a framework
for modelling and generating the IoT normal and attack traffic. Procházka et al. [19] describe a configuration file tool for
validation of functional correctness of software routers. Pullmann and Macko [20] showcase a method and local area network
testing tool for generation, analysis, and verification. Although the various network tools generate normal and cyber traffic
respectively according to distribution and specifications no single tool generates both normal and cyber traffic by actively
interacting with the device, sniffs the network traffic and validates them against set requirements.
In this work we propose a methodology and a tool to model and validate IoT requirement and specification. We present this
novel solution because to the best of our knowledge no solution exists to achieve our objective.
RESEARCH SOLUTION

IoT systems employ a variety of heterogeneous and constrained protocols complicating IoT security [15]. Examples of
protocols specific to IoT communication include HTTP, REST MQTT, COAP, mDNS [21]. These protocols work at different
network layers. In order to provide a consistent and unambiguous description of IoT, network protocols were grouped based
on the IoT five-layer architecture model [22]. The model consists of protocols in the Business, Application, Processing,
Transport and Perception layers. For every level chosen to describe an IoT device, there is functional and behavioral description
of the protocol as well as its security requirements, vulnerability, and cyber-attack description. Given the description of the IoT
device, Test Driven Development (TDD) [23] was used for development of the device itself. TDD is an approach that is
predicated on thinking through requirements or design before development. The description is used as test cases to specify and
validate each functionality of the IoT.
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The study aimed to tackle security in IoT devices during the design and development phase. It described the IoT device’s
(usage, security) characteristics and behavior with models and specifications at some level of abstraction during the design and
development phases. To confirm that the proposed IoT device would work as intended, the models and specifications were
validated by running them through an emulator and comparing the emulator against the specifications. The physical IoT device
was developed and validated by comparing its behavior against the specifications such that the physical IoT device and IoT
emulator work similarly in the same environment during normal use, misuse, or a cyber event. This software representation of
the device (emulator) was available early in the design process and was used before deploying the IoT to validate the behavior
of the actual IOT device before installation and create security mechanisms to maintain the network’s security policies.
The IoT secure design methodology

To achieve the objectives of this research we defined a methodology that details the process required to design, model, describe
and verify security and other requirements:
1) Develop a conceptual model of the function, and constraints for the IoT device.
a)

Identify how the IoT communicates with its environment.

b) Define the IoT communication architecture.
c)

Model the device’s functions.

2) Develop a conceptual model for the behavior, and usage for the IoT device
a)

Determine the network level to model IoT behavior.

b) Define IoT device behavior in response to individual external events.
c)

Describe how the IoT device will be used over time.

3) Develop a conceptual model for security requirements for the IoT device.
4) Develop the IoT using models and specifications.
5) Validate the system using normal and abnormal scenarios
a)

Validate the IoT device against specifications

b) Emulate the specifications to obtain information about IoT device behavior in user environment.
The first step of the methodology is to develop a conceptual model for the functional aspect of the IOT by modeling
requirements and specifications, designing a system architecture and modeling functional requirements. UML Use cases,
sequence diagrams, subsystems (nodes), physical and network infrastructure diagrams model the functionality and specification
of the IoT device. Development best practices, system and network constraints, and timing and key performance metrics are
used to specify the functional requirements of the IoT.
A conceptual model for the device behavior and usage is achieved by determining the network protocols that best implement
IoT functionality within the functional requirement and constraints. The selected protocol determines the level of the IoT
architecture stack for modeling IoT behavior. Examples of the behavioral characteristics include device states, transitions,
interface description (port, header information, REST methods), timing, and performance details. The behavioral description
is combined with a usage model which consists of happy and sad path test cases.
The IoT security requirements model is created using the selected APPARATUS approach as a point of reference [8]. Security
events, subsystems, protocols, physical and network infrastructures are identified and modeled. Potential vulnerabilities,
threats, and risks are used to identify and prioritize responses to security events.
The details from the behavior description, models and specifications are used to develop the IoT emulator. Information such as
the platform, operating system, programming language, packages and data formats need to be considered before developing
the emulators. The functional and behavior description and specification of the IoT are described in the format required to run
them through the IoT emulator.
Information from the functional, security, and behavior models is used to design information models, controller and service
specifications required to develop the IoT. The hardware (micro-controllers, sensors, network interface), software applications
and packages (firmware, programming languages) are selected and the IoT is developed. The IoT device and the emulator are
compared against functional and behavior requirements to validate that they fulfill specifications. This is achieved by
developing tools to interact with the IoT device or emulator either by generating requests or cyber-events and monitoring the
network traffic to and from the devices to verify that they are consistent with specification.
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Modeling and Validation
IoT and Emulator

The emulator is a software representation of the IoT device and, as such, mirrors the behavior of the physical device to the level
of detail defined in the specifications. It represents the functionality of the IoT device irrespective of the IoT architecture by
using the description of the IoT device and replicating the services and states the IoT device provides. The emulator is not
intended to be a virtual IoT device or a replacement for the physical device but serves to provide an insight into how the physical
IoT device will behave within the user’s context. The emulator can be developed early in the design process and can be used
for prototyping and by the development teams for the verification of the IoT device design, requirements, and specification.
The IoT device is composed of the microcontroller which includes an embedded processor and peripheral components such as
network interfaces for communication, memory to store persistent data, and GPIOs to interact with the other elements of the
end-device. The IoT device also includes sensors and actuators that interact with and gather information from the environment.
IoT devices run firmware or software which control the devices various functions. The IoT device runs applications developed
to achieve the desired objective such as data collection, environmental sensing, video streaming to mention a few. IoT device
are interacted with by using REST and other protocols.
IoT Modeling and Description

The description of the IoT device can be divided into interface, behavior, usage, and attack model descriptions. Interface
modeling describes information about the functionality and services of IoT device from the perspective of the protocols level.
The interface description is composed of a description of requests, response, packets, datatype, URL path, ports, header details,
protocol, REST methods, and packets details. This can be modeled using sequence diagrams and encoded in JSON or XML.
There is a separate interface models for descriptions at different levels of the IoT model. The Interface description is used by
the emulator to craft responses to requests and verify if the network traffic generated is according to specification.
Behavior modeling represents the different states the IoT device can assume, the condition required to transition the device
from one state to another, and, in some cases, sensor data. Behavior can be modeled using a state diagram and, like the interface
description, encoded in JSON or XML. The behavior description is used by the emulator to reproduce the behavior of the IoT
given certain input and conditions.
Usage modeling describes the use cases for the IoT device and is represented as a collection of happy and sad path test cases.
The information from the usage model is used to interact with the IoT device by generating requests for information. This
information includes the kind of requests generated, number of requests generated, the sequence in which the request is sent,
and the interval between each request. The usage model also incorporates various distribution such as Poisson, Gamma that
can be used to generate network traffic. The result of the usage model is also used to verify the performance and integrity of
the traffic generated.
Attack modeling is a description for validating the IoT against cyber-attacks. The attacks are modeled at a selected IoT
architecture level and depend on the protocol and the IoT component and characteristics. The attack model is used to create
cyber-attack, while also verifying that the IoT performs as expected during a cyber event.
IoT Verification and Validation

To determine if the IoT has been accurately described and developed, the IoT and emulator are monitored in operation and the
network traffic is compared against the design and security specification. This is to validate the following:
i) The IoT requirements and specification ii) The IoT functions and behaves as expected. iii) The integrity of the network data.
iv) The performance and availability of the IoT. v) The emulator and IoT function identically under normal operations and
cyber events.
The validation is facilitated by using a network sniffer and comparing the network traffic against the interface, behavior, usage,
and attack model description specification during normal and cyber operation. The goal is to confirm that the IoT device and
the emulator function equivalently when they are subjected to normal and abnormal operational condition. Archiving this
requires generating network traffic through service request to the IoT or emulator in normal operation or during a targeted
cyber-attack. The network interactions to and from the IoT or emulator is monitored and examined, to verify they conform with
specification.
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IMPLEMENTATION OF METHODOLOGY
Case Study

To demonstrate the feasibility of the methodology, we conducted a case study of building an IoT device, the Temperature LED
Indicator (TLI). The TLI is a device that indicates when the temperature of the room is above a certain threshold. The goal of
the case study was to design, model, and validate the functional, behavioral, and security specifications of an IoT device. The
proof of concept consisted of various models, description and tools required to validate an IoT device. The deliverables are the
description of the TLI, the TLI, an emulator and a tool to validate the TLI functions according to specification.
Modeling The case study begins by representing the functional requirements of the TLI using a use case model. The behavior
and interface description of the TLI were represented by a state diagram and a sequence diagram respectively using the network
layer of the Three-Perspective Approach as the point of reference. The OWASP IoT Top 10 [24] was used to identify the
security event to be modeled and subsystems, protocols, physical and network components would be affected by the security
event were identified. Security threats, risk and vulnerabilities were represented with the secure APPARATUS framework.
Figure 1a represents a UML sequence diagram used to specify the interchange of information between TLI and the device’s
user.
Description To represent the models and specifications in enough detail that would be useful for emulation and validation the
models are described in JSON format. The functional and behavior specification of the IoT device were described as JSON.
System factors that influence the result of the security event were also itemized and represented as JSON.
Development The emulator was developed in Python on Raspberry Pi 3 using the information from the models and
specifications. The JSON specification files as input to the emulator.
The information model specification, service
specifications and controller service specifications were designed from the functional, security, and behavior specifications. A
Raspberry Pi running Raspbian OS, a temperature sensor from the Raspberry Pi sense HAT, and a wireless network card made
up the hardware components of the TLI. The Python Flask framework was used to design the IoT REST framework based on
the behavioral, information model. and service specification.
Validation To validate the TLI and the emulator the traffic generator, cyber-event emulator, network monitor, specification
validator was developed using python programming language. The traffic generator generates HTTP traffic emulating the user’s
interaction with the TLI. The cyber-event emulator generates network traffic to create cyber-events (HTTP Flood attack, Solaris
attack) on the emulator or IoT. The traffic monitor is an application developed using Scapy that sniffs the network traffic to
and from the device and the emulator. The network validator compares data point from the network traffic against behavioral
requirements and specification.
Finally, for validation, the TLI and the emulator were run in normal condition and cyber-attack conditions. Identical packets
were sent from the generator to device simultaneously. The network traffic from both devices were checked in real time against
the behavior specification with the network monitor and validator. The TLI and the emulator functioned according to
specification during both conditions.
CONCLUSION

This research addresses security in IoT at the design and development by creating a methodology and tool for the development
and validation of IoT. The main contributions of this paper are outlined below:
• Proposed a framework for the secure design and development of IoT devices.
• Model, design, and development of cyber events.
• Investigated the Framework by modeling, designing, and developing an IoT device and the emulator case study.
• Validated the behavior, functionality, integrity and availability of the device and emulator by creating a network traffic
generation and validation tool.
The research was able to specify and describe IoT device operations to a level of detail to inform the user on how the device
functions and is expected to affect network communications. The study also verifies the description of the device against an
emulator and the device specifications to confirm that the device functions as expected during normal operation or a cyberattack.
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